AZURE ACTIVE DIRECTORY

Hype oder Revolution?
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Agenda

Was ist [Azure] Active Directory?

Synchronization, Federation, Integration

= Praktische Anwendungen
= z.B.: Multifactor Authentication

= Azure Stack
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Herausforderungen :: Anforderungen

[ein paar davon ;-)]
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What is Azure AD? (Active Directory)

ADDS ADLDS e AD
Azure AD Cloud App

Azure AD B2C Device Join Discovery

ADFS ADCS
Azure AD Azure AD Azure AD
Domain Multifactor Identity

Services Authentication Protection

Azure Active Directory
Free, Basic, Premium

On-Premise Cloud-Based
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Azure AD Editions
. |Free  [Basic |Premium

Object-Limit
SSO

Reporting
Group-Based
Branding

Self-Service-Password-Reset mit
WriteBack

App-Discovery
Connect Health

Subscription

150k

SaaS, Eigene
Apps

Basic

Azure

Unlimited

+ Application Proxy

Basic

v
v

Office 365

Windows Azure Active Directory

Hl Windows Azure
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Unlimited

+Templates

Advanced

v
v

v
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Azure AD mit Cloud-Services

= Integriert in Microsoft Cloud Services

Azure AD

= Oﬁ:lce 365 Powershell cmdlets
= Windows Intune

— Office 365

. Account Portal
= Windows Azure
laaS, PaaS, SaaS T
Qead I Windows Intune
iite Account Portal
dh -
fead Wit T MarfhangJement
. . Portal
= Integrierbar in @ Direcorydata
Azure AD

3P Cloud Services

= Twitter, Facebook for Work, DropBox for Business
= Salesforce, Cisco WebEx
= Google Apps and 2600 ;-) more.

= Azure AD SDK via .NET (SDK) oder REST API
(graph.windows.net)
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Hybrid, federated or what?

Azure AD Connect - ADFS

- * Synchronization » Federation Integration von * Domain Controller » Monitoring
« aka DirSync « Single SignOn 7> On-Premise Apps in Azure « Reporting
* IP STS 5% AW« LDAP
z » Kerberos
* NTLM

| / i
I/ o I\
I W Wi 1
ok Ll b FHE N
,-l-,-f-lezll'.;rz»*:u!f;,éf,hv,-,‘ (!
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Azure AD Connect

= Sync und Sign-On Plattform
= Zwischen On-Prem Active Directory €<->Azure AD

Azure AD Connect: Your Identity Bridge

Other
identity

stores @ \ e kD u Office 365

Connect
(sync + sign on) Your Custom
§) Apps

SaaS

Apps
LDAP directories —
/ Box DropBox
: _:__.,?_;ii Citrix Google apps
& i Concur Jive
"\ GoToMeeting Salesforce
Concur Servicenow
Common Docusign Workday
Active Directory Sign on

www.egos.co.at
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AADConnect Options

Password
Management

Exchange
Integration

\

Attribute Options

\
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Password (Hash) Sync
Password Writeback

Exchange Hybrid
Option
Group Writeback

Extension Attributes
Attribute Filtering

~

& Microsoft Azure Active Directory Connect (Preview)

Connect to Azure AD

User Sign-In

ure 1es
Optional Features

Configure

Optional features

EGOS!
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Select enhanced functionality if required by your or ‘ganization.

[ Exchange hybrid deployment @
[ Azure AD app and attribute filtering @

PrGViO 4
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Active Directory Federation Services

= Federation Trust zwischen
= Azure AD
= On-Premise Active Directory

= Based on Open Standards
= Authorization: OAUTH 2.0
= Authentication: OpenlID 1.0
= SAML Protocol
= WS Federation 1.2

= Free mit Windows Server
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ADFS :: Architecture

= Secure Token Service (IP-STS) —
= ADFS Role
= |ssues Tokens (z.B.:SAML) for
Applications '"_"""1:
= Reverse Proxy
DMZ

= Web Application Proxy

Organization
network
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Azure AD Application Proxy

= Authenticates On-Premise Apps with Azure AD
= z.B.: Exchange 2013/2016 On-Premise

i Application

Y = Proxy

Azure
Active
Directory
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Azure AD Domain Services N kb

Microsoft Azure AD
Domain Services

= Full blown AD Domain Controller in Azure
- Managed, patched by MS (not a VM!)
= Options

= Cloud Only: Virtual Network or

= Hybrid: AADConnect mit Password Hash Sync

NTLM/Kerberos Domain Join
Group Policies
LDAP bind/read

Custom-Domain-Names

(UPN Suffix) e .g.‘n‘ >
&

GA Price ol
~37,-/Monat bis 5k Objects :
~150,-/Monat bis 25k Objects

Contoso's Azure laaS workloads/apps
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Azure AD Connect Health

= Monitors

= ADConnect Sync
= ADFS Operations

Ea Azure AD Connact Azure Active
- . . Directory
stsadweb.one.microsoft.com Usage Analytics ,

R ) - ‘ W

On-premises Active
Directory / AD FS

RESOLVED FROM LAST 24 HOURS 0 ~ 1.2€ I ~
® [\
I 08K 2NN M
Monitoring A~/ p | \ [ ™
0.6K N \ [\
Token Requests fsec in the past 24 hours 04K | MY L I
02K i | e
25/MIN e —— |
20/MIN 06 PM TUE 25 05 AM 12 PM
15/MIN URN-FEDERATION-MIC... | HTTPS://WINDOWS-S... I URN-FEDERAT -
13.27. 1.52« 815
S5/MIN
06 PM TUE 25 06 AM 12 PM
15697
ADFABSTS-NODE1 | ADFABSTS-NODE3 | ADFABSTS-NODE2 | AD
344 i 1271 100 ¢
Usage analytics
Top application vists in the past 24 hours RELYING PARTY ToTAL USAGE %
urnfederation:MicrosoftOnlinelNT 13272 BA.0%
https/Windows-Server-Work-Folders/v1 1523 9.7%
15697
urnfederation:MicrosoftOnline 815 5.2%
urnsp.adweb. microsoft.com 77 0.5%
v v

= https://aka.ms/aadconnecthealth
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Azure AD MFA

= Multi-Factor-Authentication mit

Mobile apps Phone calls Text messages MULTIFACTOR AUTHENTICATION

= Free for Admin Accounts

= Als

= Cloud-Service oder
= On-Premise mit MFA Authentication Server
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Azure AD MFA :: Architecture

Users sign in from any device using Users must also authenticate using their phone
their existing username/password. or mobile device before access is granted

(1), _

On-Fre

Cloud Apps

RADILS
LDAP :
Is %P_!:,L
RDS/VDH -

mMulti-Factor

Multi=F
then
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AND NOW...
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™

. UNPLUGGED

53 Microsoft® Azure
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Zusammenfassend
10 Grunde fur AAD

MFA
Application Proxy #5 Multi-Factor-
Marketplace ADFS #3 Secure Remote J Access Panel Authentication
#1 One Identity for § #2 SSO with On- Access to On- #4 One Start and Windows
1000 Apps Prem Creds Prem Apps Portal Hello

Windows Azure Active Directory

Ml Windows Azure

AAD Domain AAD Ident.Prot.
Cloud App Services & #6 Identity &
AAD Health Discovery Availability Groups " High-Value
B2E, B2B, B2C #9 Active Security [ #8 Detect Shadow | #7 Scaling AD The R Account
#10 One-Directory g Monitoring IT Easy Way Protection
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The Future :: Windows Azure Stack

= Azure deployed On-Premise

Security and
Management

ﬁ' Portal

&

Active
Directory

Multi-factor
Authentication

o Automation

)
.
r

Key Vault

@

Store/
Marketplace

>
<

VM Image Gallery
and VM Depot

|
V)

Compute

[ & | virtual

Machine

Legend
= In preview at Azure Stack GA
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Containers

Compute

Cloud
Services

Service
Fabric

Remote

Batch App

Integration

Biztalk
Services

Storage
Queues

Service
Bus

Hybrid
Connections

Gy

Media and CDN

Media Content Delivery
Services “ Metwork (CDN)

Storage

Azure
Files

@ BLOB
Storage

Platform Services

Web *

Apps

Web and bile

5)

API
Management

AP|

Apps
Logic
Apps

Mobile
Apps

&= Notification
Hubs

Analytics and loT

# HDInsight

Data
Factory

Machine
Learning

e, Event

e Hubs

Mobile
Engagement

Stream L _|
Analytics o

Infrastructure Services

Premium
Storage

Load

Lo Virtual
&> Balancer

Network

@

¥\, Database
a DocumentDB

Express
@ ons A RO

Developer services

% Azure SDK

9 Application
= Insights

Visual
Studio

® T
. eam
wid Project

Data

sQL SQL Data

Warehouse

6 Search
@ Tables

Redis
Cache

Networking

Traffic
Manager

VPN
- Gateway
o 0
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Hybrid

Operations

Azure AD
Connect Health

AD Privileged
Identity
Management

Backup

Operational
Insights

Import/Export

Site
Recovery

StorSimple

Application
Gateway
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Q&A
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